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Disclaimer and copyright _

Only the author’s views are expressed in this presentation and do not
necessarily reflect those of Banco de Espana or the Eurosystem.

The content of this presentation is licensed under a

The original Spanish version of this work was presented on 7 June 2007 to
the and can be downloaded from:
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Introduction

The authors:
—José Maria Carrillo
*AIX and Networks Security expert,
—José Luis Galan Cabilla
*Systems Librarian.

Banco de Espana
—Security plays a central role.

Our SFX installation
—Small to medium size: 8,185 electronic journals in 34 active targets.
—Hosted by Greendata (the Spanish Ex Libris distributor).
—Very new: STP on January 2007.
—Demand of HTTPs and IP filtering to access SFX-Admin.
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Objectives and Table of Contents _

Objectives

—Show the potential threats and vulnerabilities of SFX-Admin
implementations.

—Increase awareness about the importance of security in SFX
Implementations.

—Provide recommendations and suggest measures for improving security.

Table of contents
1.Threats
2.Field study
3.Results
4.Recommendations
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Some conclusions of a recent experiment _

1. Threats

Ramsborck, D.; Berthier, R.; Cukier, M. (2007):
Profiling Attacker Behavior Following SSH Compromises.

—Hackers attack computers every 39 seconds.

—Attackers use simple software-aided techniques to randomly attack large
numbers of computers.

—The vast majority of attacks come from relatively unsophisticated script kiddies
using dictionary scripts.

—root and admin are the most common usernames.

—43% of all password-guessing attempts simply re-entered the username.

A password should never be identical or even related to its
associated username.
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Script kiddies: unskilled but dangerous _

1. Threats

Script kiddie
“...derogatory term used for an inexperienced malicious
cracker who uses programs developed by others to attack
computer systems, and deface websites. It is generally
assumed that script kiddies are kids who lack the ability to
write sophisticated hacking programs on their own..*

© Sthephen Thompson

To them, hacking is more for show than a goal in itself
“... Their objective is to try to impress their friends or gain
credit in underground cracker communities...” [Wikipedia]

© sitnuna.com

“If you or your organization has any resources connected to the Internet,

this threat applies to you ”. [[Honeynet Project]
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Website defacements
1. Threats

Hacked by kalz - Firefax

Clle Cet Wiew G Acokrnarss  Tenls
J'J = Lo |"—;~_M.FI h':] C dp fdwweceradia )

Hacked By Kalz

ma s=ay un Ing en Infarmaticanl sistemas pero say conacimlentn y esa =5 poder...

v, gmu.r_

Wiva Venezu el -.?.'.-. Sorry Admin Pero es PHP-SUCKExD

Saludss 8 mi navia babylor TE AMD M1 MIFIA ..
v, rad security. o
NotTeAam
katzE geklameTedaral.com

No es nada personal administrad ors a0
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Website defacements archive

1. Threats

Altacks Archive: today’s verified attacks - Mozilla Frefox

Archive  Edtar Ver Historial Marcadores Hemamientas  Ayuda
@ = = l@ E | H Http rw zone-h.org/component foption com_attacks. temid 43/ |L4\,l
 Comenzar a usar Firsfox l;_,', Uttimas noticias
ceaarch k ] |
searct b/ dy B BN RN b XY M M RN XN BN Ky W
Home F Digital Attacks Archive F Attades Archive Wednesday, 02 May 2007
MAIN MENU
i DIGITAL ATTACKS ARCHIVE: TODAY'S VERIFIED ATTACKS
ame
Digital Warfare [ ENABLE FILTERS |
Geopolitics ! ; ;
Total attacks: 816 of which 446 single ip and 370 mass defacements
[Tsec Mews
ITsec Advisories H-Homepage defacement
Test Drive Legend: M - Mass defacement (click to view all defacements of this IF)
- R - Redefacement (click to view all defacements of this site)
360° ¥ - Special defacement (special defacements are important websites)
Digital Attacks Archive
P TIME ATTACKER FLAGS DOMAIN 0s VIEW
» Attacks Archive % 02:34 VorldHackerz.Org H ma MOMSanonymoLs,.com Linux A
r  Attackers Top List
b Attackers Top List % 02:34 WorldHackerz.Org H R tipsandknowhow.com Linux 2
F Attacks On Hold ;
»  Attack Notification 02:34 WorldHackerz.Org H ravelbabel.com i e
Zone-H events 02:34 WorldHackerz.Org chabademory.org/pagesiwisdom_center Linux A
bt 02:34 WorldHackerz.Org H klashaber.com Linux e
Zone-H Friends/Partners
2.3 By CECEN wumphouse me.ukfetishworld.orgindex.php Li j
Contact Us e e [ g php Linux A
Search 02:34 By CECEH bestdownloads.de/single-servicelde Linux e
Download Area 02:34 By_CECEN freshers.in/personals Linux e
Aboutthis website 02:33 WorldHackerz.Qrg H sportznerds.com Linux e
Forum 02:33 X-0J3N Hm kemalakbulut.net Linux pel Ad
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Botnets: the zombie-process _

1. Threats

Diagram of the process by which spammers use zombie (virus-infected)
computers to send spam:

http://en.wikipedia.org/wiki/Botnet

1. Virus writer sends out viruses, infecting
ordinary users' Windows PCs.

2. Infected PCs log into an IRC server or
other communications medium, forming a
network of infected systems known as a
botnet.

3. Spammer purchases access this botnet
from virus writer or a dealer.

4. Spammer sends instructions to the botnet,
instructing the infected PCs to send out
spam.

5. The infected PCs send the spam
messages to Internet users' mail servers.

From Wikipedia
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Low-level techniques _

1. Threats

Googledorks, Google Hacking

—Using advanced search operators like Google, and
other search engines, can be used to detect website
vulnerabilities as well as to find private, sensitive
information about others, such as credit card numbers,
social security numbers, and passwords.

—Johhny Long
» The googledorks database (1999-2004,).

. (from 2004,).
*Google Hacking for penetration testers (2004).

“Nowadays, pretty much any hacking incident most likely begins with

Google.” [Johnny Long]
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Low-level techniques _

1. Threats

URLs modification

http://john:secret@www.example.com:123/demo/example. cgi?ecountry=us&state=nyl#fsectionl

Protocol User Password Domain Port Path Quary Anchor

Password-guessing
Use of weak passwords.

“If everybody would enforce strong password policies... 90% of security

problems would disappear...” [La Biblia del Hacker]
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SFX-Admin on target
1. Threats

From 2005, SFX-Admin appears in The Google Hacking Database!

‘A Google Hacking Database - Microsoft Intemet Explorer [=E]

: Achivo Edicion Ver Favoitos Hemamierntas Ayuda

G Arés - 2] Iﬂ IELI ."] /’ ) Busqueda ‘i:( Favoritos é“? = m& = _J @ Vinculos @ BEC Leaming Q Blogger Q BFM
: Direcdon I@} hitp://johnny ihackstuff com./ghdb php Hunction=detaildid=1157 V| ﬂ Ir
i Google [Gl- vicoo @& @ EE2E-M~ @2~ 9 B~ ¥ bockmaksy TaeRenk . B 306biocked * (@ Settings+

intitle:"SFXAdmin - sfx_global” | intitle:"SFXAdmin - sfx_local” | intitle:"SFXAdmin - sfx_test"

Google Search: intitle:"SFxAdmin - sfx global" | intitle:"SFXAdmin - sfx local" | intitle:"SFXAdmin - sfx test”

golfo rates this entry 2 out of 10.
Submitted: 2005-04-27 00:00:00
Added by: golfo

Hits: 1538

Scaore: 2

Just another logon page search, this one is for SFXAA®, a link server from Ex Libris, delivers linking services in the scholarly
information environment. SFX is also a component in the management of electronic resources in a library.
Comments:

2005-06-11 09:10:40 (sympathy): I'm a PhD student but I don't have enough ressources in termes of databases. I wanna understand
how to use this stuff or others to get access to the scholarly databases on the net.

many thanks
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A padlock is a challenge _

1. Threats

Every door is a potential security hole.

Every login page is a challenge to curiosity.
—If it is locked, there must be something valuable behind.
—Will it open easily?...

Why expose our implementations to these threats?
—There is no need for our SFX-Admin to be easily located G
by anybody in the Net.
—We should filter and control access to it. A
- —

“At last we achieve it... There is only one secure thing: the

infinite insecurity of security“. [Wau Holland]
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2. Field study

Casual origin of the study:
—Checking the operation of HTTPs in Spanish SFX implementations.

*A question to our local distributor:
Why does HTTP continue to be active if HTTPs are in operation?

Could anybody locate and easily access SFX-Admins?
—Starting logical premises:
*Access should be controlled.
[ ocalization by search engines should be avoided.
-/t shouldn’t be possible to locate it with simple URL modifications.
It shouldn’t be possible to access it with weak username-passwords.
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How do our passwords travel?

2. Field study

UlveHTTPheades @3 Oshedw[ ]

Cabeceras | Generador | Configuracidn || Acsrca ds |

Cabeceras HTTP

@4 servidorfsfxadmininstance i

POST |Isfxadmin.ﬁnstance.v‘programa.cgi HTTPM A I
Host: | =ervidor
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; es-ES; rv:1.8.1.3) Gecko/ 200703

Accept: text/wml application Aml applicationxhtml+xml test /hitml:q=0.5 text /plain;qg=0.8 imag

Accept-Languaae: eses es,0=0.8 enus:0=05.en,0=03
Accept-Encoding: gzip deflate

Accept-Charset: [50-8855-1,utf-8:9=0.7"0=0.7
Keep-Alive: 300

Usuario
password

Connection: keep-alive

F{efere'ﬂ servidorisfradmininstance ¥

Cookie: she_session_id=sBEDDECTE-FI55-110DB-SE45-8585BDA34822
Cantent-Type: application/x-www-om-urencoded

ortert-Lengthn: /
function=loginéredirect=&ogin usemamesUSUARIOE ogin.pass»\'nrd=i§?s}r=12
HTTP/1x 200 0K

Date: Sun, 22 Apr 2007 11:45:34 GMT
Server: Apache

Content-Type: tesd /html; charset=lUTF-8
Transfer-Encoding: chunked
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Is it being accessed only by those who ought to? _

2. Field study

Access restriction by IP address filtering:

SFXAdmin error

error - access dented for 1533 216172
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Methodology _

2. Field study

Location of SFX servers: limited sample.
—Search limited to 2 sessions in a weekend = 129 international servers.
*Nearly 10% of total SFX servers (1,481 in May 2007).
*Include all Spanish servers in production at that time (24).
—Use of low-level techniques.
*Google, URLs modification.
—Anonymity of analysed servers.

Data analysis.
—By wide geographical areas.
—Typology according to vulnerability level.
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Sapere aude _

2. Field study

Hackers (good and bad) are greedy readers.
—Hacking books usually have more than 300 pages.

= Read The Fucking (or Fine) Manual.
—SFX User Guide (UG).
—SFX System Administrator Guides (SAG).

= Search The Fucking (or Fine) Web.

Essential :
—Cooper, Jason (2006):

, Session 7b.
Stockholm, 5 September 2006.

© Biblioteca de Catalunya
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Geographical composition of the sample
2. Field study

EUROPE
AT 1 0.5% 2 4%
CH 1 0.8% 2 4%
i 1 0.8% 2 4%
DK 2 1.6% 4 5%
Fl 1 0.5% 2 4%
HU 1 0.8% 2 4%
T 1 0.8% 2 4%
ML 3 23% 71%
PT 1 0.8% 2 4%
ES 24 18.6% 57.1%
GB B 4 7% 14 3%
TOTAL 42 32,6% 100.0%
USA AND CANADA
CA 7 1.6% 2 6%
IE 75 58.1% 97 4%
TOTAL 77 59,7% 100.0%
OTHER AREAS
AU 3 6.2% 50.0%
IL 2 1.6% 20.0%
TOTAL 10 7.8% 100.0%
TOTAL
TOTAL | 129 100.0%|
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Typology according vulnerability _

2. Field study

YES
[1] Are default instance names used? 1
[2] |s the site located with Google? 2
[3] Is only HTTP used to access? 4
[4] Is unrestricted IP access allowed? 8
[] < VULNERABILITY = [+]
[YES] | A | B | c | | D |
1 | 1 1 | 1 1 | 1 1 | 1 1
2 212 212 212 21 2
4 14 [4]4[4] 4414 4
A la|8|s|s|[8]8]a] 8
loJ1]2|3|[a4[5][6 7 || 8|9 10[1|[12[13][14] 15 |
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Raw data

BANCODE ESPANA

Eurosistema
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3. Results
| [ || [2] || Bl || 4] |[_I8]
| Spain
5 6 25.0%| [ 1 4.2%|[ 24 1000%|[ 22 or.7%] [0
NO || 18 750%|| 25 955%| 0 o0p%|[ 2 &83%|[ D
TOTAL | [ 24 1000%)| [ 24 1000%] [ 24 100,0%] [ 24 100,0%
Europe (without Spain)
3 17 94 4%|[ 4 22.2%|[ 18 100,0%|[ 13 72.2%|[ 112
NO 1 6h%|| 14 778%| 0 o0%|| & 2ra%|[ €
TOTAL || 16 1000%| [ 18 1000%]| [ 18 100,0%]| | 16 100,0% | |
Caption
USA and Canada [ [1 ||Are defaultinstance names used? [| YES=1 |
=] 35 455%|[ 68 883%|[ 76 98.7%|[ 71 92.2%|[428 ] || [21 | [Is the site located with Google? || YES=2 ]
WO 1 42 S45%) 9 117%| 1 1%L B 78% | 0 [131 ] [Is only HTTP used to access? |[ YEs=4 ]
TOTAL || 77 1000%[{ 77 1000%]| 77 1000%]] 77 100,0% [ [] ||ls unrestricted IF access allowed? [| YES=38 |
Other areas A 1-3
5 6 60.0%][ 4 40,0%| [ 10_100,0%|[ 10 _100.0% A3 [5] fpology [Ausrege sch e = .
NO 4 400%|| 6 B00%|[ 0 00%|[ 0 00%|/[ D (+ score =+vulnerability) -
TOTAL || 10 1000%]| [ 10 1000%]| [ 10 100,0%]| [ 10 100,0% = e
Total (without Spain)
S 58 55.2%|[ 17 16.2%| [104_ 99,0%|[ 94 89.5%] [L12:0
NO || 47 #45%|[ 88 838%|[ 1 10%|[ 11 105%|[ D
TOTAL | [105 1000%| [105 100,0%] [105 100,0%] [105 100,0%
Total (included Spain)
5 64 496%|[ 18 14.0%|[128 99.2%|[116_ 89.9%] A0
NO || 65 &04%|[111 e60%|| 1 0g%|| 13 101%|[ D
TOTAL | [129 1000%)| [129 100,0%] [125 100,0%] [129 100,0%
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Worrying conclusions _

3. Resulis

49% of installations have not changed the default nhames.
It is really easy to locate all the SFX-Admins.

—Directly by Google (14%).

—Indirectly by URLs modification (86%).

Access data are sent totally in the clear.
—Only 1 installation (0,8%) uses HTTPs.

90% of the implementations allow anybody to access the Admin login page.
—Only 13 installations (10%) use IP filtering.

Only 10% of servers have an acceptable security level.

« 12 of B level (use IP filtering).
1 of Alevel (use HTTPs and IP filtering).

BANCODEESPANA DIRECTORATE GENERAL ECONOMICS, STATISTICS AND RESEARCH - 24
Eurosistema ECONOMIC ANALYSIS AND FORECASTING — BANCO DE ESPANA LIBRARY



Some odd surprises _

3. Results
=
é?
Is it admissible on a production system that ... -
... all security relies exclusively on passwords?
... it provides direct link to the SFX-Admin of each library in a consortium?

...it limits access to SFX Journal Finder but not to SFX-Admin login page?

What about password strength ?

BANCODE ESPANA DIRECTORATE GENERAL ECONOMICS, STATISTICS AND RESEARCH -
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The worst-case scenario _

3. Resulis

Suddenly...
—We can no longer access our Admin.
—We lose months-worth of work in the setup of targets and sources.

—Even worse, an intruder makes random changes during a long
period of time without we realizing it.

—Other information in the same server has been compromised.
—We have become part of a malicious botnet.

—Our users can no longer access our electronic journals collection.
—The prestige of our institution is adversely affected.

-
-

4
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Is it possible to react and recover quickly from an attack?
—Are we auditing the access logs?
—Do we have a good backup policy?
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Protect ourselves _

4. Recommendations

“To keep silence even about the good things”

[The Rule of St. Benedict]

Prevent to be easily tracked down.
—Avoid browser indexing: robots.ixi.
—Change default instances (SAG, p. 15).
—IP filtering (SAG, p. 52).

Protect security information (passwords, etc.).
—Change default user-password immediately after installation.
—HTTPs instead of HTTP (SAG, p. 55).
—Force strength password and employ password policies.
«Example: Password Policy (SANS Institute, 2006).

More information in our post /A ccqurar el acceso al SEXAdmin:
—http://manualillo.blogspot.com/search/label/Seguridad
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Involvement _

4. Recommendations

Ex Libris.
—More attention to the security of their products.

Distributors.

—More attention to the security of their implementations and specially when they are
offering hosting services.

User groups.
—Discuss security issues at |GeLU PWGs.
—Request the necessary security enhancements of the products.

Ourselves.
—Demand responsibility for the security of our implementations from our providers.
—Consult security experts if we don’'t know the environment well enough.
—Define a security policy.
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Improve: some proposals from Expania _

4. Recommendations

1. Pay attention to security in product manuals.

2. Change default instances and passwords after installation process.

3. Protect SFX-Admin against indexing by search engines.

4. Always use HTTPs and IP filtering.

5. Reduce failed login attempts to the minimum.

6. Limit time-out as much as possible.

7. Prevent access through “back button and refresh” after log off.
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Improve: proposals along the lines of Aleph 19 _

4. Recommendations

SCHECTER, Moshe (2007):
Staff Permissions: Acces Rights and Ul Workflow.
Ex Libris System Seminar, Potsdam, Germany. May 13-16, 2007.
—Enhanced Staff Password Control:
«Set up expiration date for user accounts.
Force password minimum length.
«Force combination of alpha and numeric characters.
«Force password change immediately after new user’s first login.
«Disable non-active users past a specific threshold.
*Disable users after a fixed failed login attempts.
*Require periodic change of passwords.
Prevent the re-use of old passwords.

BANCODEESPANA DIRECTORATE GENERAL ECONOMICS, STATISTICS AND RESEARCH -
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Basic checklist

BANCODE ESPANA

Eurosistema

4. Recommendations

Securing S<F<X Admin checklist

1. Chose between close your eyes, pray, trust in your good luck...
or get down to work on security

[ ] 2.Have we read the manuals?
3. Have we changed default instance names?
4. Have we made anything to avoid search engines indexation?

5. Have we changed default users and passwords in all instances?

L]

L]

L]

[ ] 6. How many accounts we really need?

[ ] 7.Have we got a password policy?

|:| 8. Have we configured HTTPs and disabled HTTP access?

[ ] 9.Have we limited access by IP filtering?

[ ] 10. Have we defined a procedure to supervise the access logs?

[ ] 11. Have we got a solid backup policy?

|:| 12. Have we got a written and accepted security policy?

DIRECTORATE GENERAL ECONOMICS, STATISTICS AND RESEARCH -
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Final words _

Internet could be a very hostile medium if we are not prepared.
Attacks occur frequently and not always to others.

Don’t forget to change default users-passwords of all instances.

vV V VY V

HTTPs increases security by encrypting information we exchange with
the server.

> It is not safe to allow everyone to access to our SFX-Admin portal and
rely exclusively on username-password for security.

» |IP filtering is very easy to set up and increases security by controlling
who can access the SFX-Admin.

» The involvement of everyone is needed in order to increase awareness
about security and improve it.

» Ex Libris should enhance SFX security and include options allowing the
definition of password policies.
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