


Background - the SAPIR project
Lessons learned

What Is Shibbolethévervi ew
Access management

Benefits and implications
Demonstration
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Enable SSO access to the Metalib portal system

Replace ATHENS augﬁrﬁifﬂtion

Enable SSO access to the LORLS reading list
management system
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Patrons are not interested in systems, only services

Patrons make no distinction between services deliver

by the Libra[y. The Librar%/ils the service

ldentifying a paggns gcgll\r/]ess It%e gl%ﬁ y to enhance differe

systems

ldentifying a patron across systems could deliver an
enhanced, unified service

k Gavillet



L Gl

~ Home: Catalogue=Cantact Search Univwersity

Newcastle University Library

About the Library Services Resources Finding Informaation  How to...?

Welcome to Newcastle University Library
What's new... Spotlight...

Staff boolsg ates Ftesln Researgh Informationin =
The metu @:
bBorrowe NGl ay

Unsurﬂ nfwhlch resources are
best for you 7 ResIN may hold the
KEY...... w
Salf-Service Quick Links

215t June. Please check when
yvour books are due back and if
necessary, retum or renew them

Read more...
Courtesy E-mails and Notices ¥ ) Issuing and relurning your own Library Catalogue
during the Summer Vacation books... g=Journals
(Undergraduates Only) Far Databases
Search the Web
Research information
Web based Inter-Library Loans  Law Library
Head more.. We have introduced a web based Cpening Hours
Safarl Tech - electronic books service io all Newcastle University Walton Library
for computing science staff, students and NHS library =earch this site
The University Library has patrons. This means you can Other Catalogues
subscribed to a selection of Safari make ILL requests directly via the Renewals
Tech Books online for a year Web. Information Skills
starting in June 2006. Study Skilis
Read more... ing Li nlin

Mewcastle University Library, NE2 4HQ, United Kingdom, Telephone: [0181) 222 Y662
[Tall us what you think about Library Sarvices] [Contact the Wab Teami
[At-risk period for onling Library Senvices]

& 2004 Newcastle University Library




Institution level ‘shared’ passwords
IP authentication

o fddEss management solutions

Manual registration of individual users for individual
resources

Athens authentication
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at constitutes an effe

SDPIEBI8Ythe Coalition for Networked Information (Lynch 1998)
s wioitehzapsepmatithbatictidpandhecess management defined
Fg:l):é?cé{ﬁyptual requirements and business relationships between

raries and users. His work was. tall n further by the 1999

ksHEb 5 MEEEss MayAbHaEhtIHEARGHBY@S Us Digital Library
@@j@@j({ﬂ@ﬁﬁgw) which identified five key components ‘for the

ign betWe%’ﬁ%@?n%hﬁBﬂbAﬁ@Bﬁ%%ﬁg? users while respecting the

ts and interests of authors and publishers’
Trusted Intermediaries

by the user, institution and publisher

Reasonable terms
for the user, institution and publisher
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bboleth is a biblical t se of a ‘password’

bboleth means ‘ear of corn’

lges, chl2, v5 -6

» Gileadites captured the fo.rds\gjjae dan, opppsjte Ephraim. And it
pened when (a mfd&i I%@llvéﬁfa,)}mt me Cross

r," the men of Gilead would say to him, "Are you an Ephraimite?" If he
1, "No," then they would say to him, "Say now, 'Shibboleth." " But he

1, "Sibboleth," for he could not pronounce it correctly. Then they seized

 and slew him at the fords of the Jordan. Thus there fell at that time
000 of Ephraim.
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What i1s Shibbolet
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er’s institution Resource

ﬁ

_ User database
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Shibboleth is a secure transport system that binds
systems together and allows their interaction

It securely WS&EHS stﬁg?%)re?s,gelated to an
Individua Q( é:ﬁ ‘ | and the resource
provider

It IS session based rather than resource based
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Shibboleth Is not:
A single sign-on system (e.g. Active Directory)

A repository fas USers &g iaitiguigs,

An access management tool that can register,
authenticate and authorise users

An excuse to slay 42,000 patrons
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For the Library:
Less overhead and complication than ATHENS administrati

Correctly restricts access to protected resources based upon
visitorB@eEds and implications

Stricter compliance to licensing restrictions
Lower set up costs

Pressure on publishers to adopt more appropriate access
management and licensing restrictions

Simplified access for users
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For the Patron:
The simplicity of a single username and password
Personalisation of the Library service |
Process@%gﬁgc!lt@@ar&qnmﬂgca“OnS

The only software needed Is a web browser

Allows user mobility
Privacy regarding an individual’s personal information
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For Publishers:
No licence fee (currently required for ATHENS)
Item level links are supported

eduPersﬁ%QﬁJﬁg %@@d'ﬁ‘&ﬂf?@ﬁ&@é based on user

attributes
Trust regarding minimum requirements for security measures
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Methods

A unigque )wn only to the
iIndivid

A unique ¢ ard)

An anato dividual (e.qg.
fingerp
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For further information, please contact:

Telephone: 0191 222 7662
Email: sapir@ncl.ac.uk
Website: sapir.ncl.ac.uk




