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KOBV Primo Consortium
“* Primo Infrastructure
' Disaster Recovery System

~* Monitoring
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---------------------------------------------------------------------------------------------------------------------

== Mathematics & Computer Science Research
“Fast Algorithms - Fast Computer™

== North-German Supercomputing Alliance
== Berlin Scientific Network

== Data Storage & Archiving

't Regional Library Consortium | e o
(250+ Libraries) ,

== Public Services
(Search Engine, ILL, Library Registry)

== Hosting Services
(Primo, SFX, Metalib, Verde, OPUS, ...)

--------------------------------------------------------------------------------------------------------------------------------------------------
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Expectations kobv

" 7 x 24 operation
" Cost savings
" Ease of operation

" Learning from the consortial

partners .......
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Working together kobv

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

" Open policy (everybody can see everything”), ...
... but partners work very carefully

" BO tables become more and more confusing, ...

... but this may be a reminder from earlier versions

Pipe coordination required ...

... libraries seem to reload their catalogues every 3 months

Still deficits in multitenancy and robustness ...

... issues in one instance may have impact to others

" Processes take long ...

... €.g. migration Primo 3 to Primo 4 took 7 month

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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Communication Stack

User / Patron
(O

Infrastructure

Provider

;

Application Usage Library
Application Maintenance KOBV Team
Technical ZIB | | Service ExLibris vt [T — |

Service Library

Provider ...

=> No contact to user or patron, delayed error messages

=> Error fixing may require service provider or other 3rd party

=> Communication infrastructure required
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Systems & Sizing kobv

Production system
2FE,4SE,1BE/DB +1 LB (each 8 cores /32 GB RAM)

Staging system (t.b.d.)
2FE,4SE,1BE/DB+1LB (12cores /144 GB RAM)

Disaster Recovery System
2FE,4SE,1BE/DB +1 LB (each 6 cores /32 GB RAM)
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Disaster Recovery System kobv

“ Hardware defects (-)
* Data damage (-)
Planned outages, migrations (+++)

=>> Business requirements

=>> Cost-Benefit Analysis

=>> Don‘t forget maintenance
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Disaster Recovery System kobv

A
ExLibris recommendations: ExLibris

(a) - Have two separate Primo installations
- Run all pipes on both systems
- Use DP to copy user generated data Pertormance and izing Manager
from Prod to failover system

Failover and DRP
Recommendations

(b) - Have two separate Primo installations
- Synchronize a set of directories (e.g. index file, SE conf. files)
- Use Data Guard to synchronize the Oracle database

If you don‘t want to synchronize back the user generated data,
have a CSS hiding e-Shelf and other functionality

If failover system is off site, global load balancing is required
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KOBV Disaster Recovery System kobv i

On demand clone database (backup / recovery)

Performed successful for 2 migrations
BUT:
Have to be very careful with configuration

Don‘t forget load testing !!!!
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Primo Front End Infrastructure kobv =

U Freie Universitat Berlin | Bibliotheksportal Primo - neural - Mozilla Firefox | =@ ES |
Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

€ > i_i | vs30.kobv.de/primo_library/libweb/action/search.do?dscnt=08scp.scps=scopeta3A(FUB) %2 Cscopea3 A(FUB_IMG_M) %62 Csc -." Google

Freie Universitat Berlin | Bibliotheksporta... ( I D S
n

Gast Uy Suchanfragen Mein Konto Anmeldel
Freie Universitat .
/Prlmo Central
I e e 1 1111 —
]
Metalib

|

Finde Datenbanken  MNeue Suche  E-Zeitschriften Hilfe Spra

FU-Katalog Plus + Primo Central Datenbanksets {nach Fach) <7

neural FU-Katalog Plus + Primo Central

m

Erweiterte Suche

alle Medien El die meinen Suchbegriff enthalten El alle Suchfelder El / R I A
N
Meine Ergebnisse erweitern 871.126 Ergebnisse filr FU-Katalog Plus + Primo Cen sofiert nach: Relevanz «
o [@ Auch Treffer ohne 1

¢y Stress-related noradrenergj
(REPORT S){Author ab,
Hermans, Ermo Marle, Hein J. F. ; Ossewaarde, Lindsey ; Henckens, Marloes J. A G.; Qin,
Shaozheng ; Van Kesteren, Marlieke T. R. ; Schoots, Vincent C. ; Cousijn, Helena ; Rijpkema, Mark ;

- . vity prompts large-scale neural network reconfiguration.
Volltextzugriff anzeigen

Meine Ergebnisse verbessern

Top Level Oostenveld, Robert ; Fernandez, Guillen
Mikroformen (24 Science, Nov 25, 2011, Vol.334(6059), p.1151(3) [Peer Reviewed Journal]
o Online-Ressourcen (se2.738 Volltext verfiigbar V
o Sonstiges (25
5 Peer.rgviewed Online Ressource  Details ~ Empfehlungen  Weitere Services
Journals
= Printmedien 2 7 Neural networks : the official journal of the International Neural Network Socieg€uropean Neural

Hetwork Society and Japanese Neural Network Society
International Neural Network Society ; European Neural Network Society flinkei-Kairo-Gak
857 Amsterdam : Elsevier Mew York, NY [u.a] ; Frankfurt, M. : Pergamon £
Zeitschrit  Priifen Sie die Verfiigbarkeit

Typ der Ressource
Dissertations

o Aufsitre (712075

q ﬁgﬁgsersst:e-ri;hte - Standorte  Details  Weitere Services

o Zeitschriften (52 3
Zeige = weitere w

'y Neural mechanisms of foraging.{REPORT S){Au
N Kolling, Nils ; Behrens, Timothy E. J.; Mars,

| ot o s 207

o Advanced Research Workshop Artikel g - . . -
on Neural Computers Alle Viersionen dieses Artikels anzeigen
8#60;1987, Neuss8#62; 2 Online Ressource

o Aleksander, | (5 4
o Antognetti, P (5

¢y The promise
- Araghinejad, Shahab (¢ 2

o Arbib, M (5 pringer 1993
Zeige a0 weitere « Buch . . .
http/fwww.fu-berlin.de/ Standorte  Details  \Weitere Services
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“ BDS & IDS (Identity Management System)
“ Third Node Retrieval (e.g. Primo Central),
' Federated Search (e.g. Metalib)

“ RTA (,Run Time Availability")

“ ovP (,OPAC via Primo*)

Linking Service SFX

" Front End Enrichments (i.e. Google Books/Synectics covers)
=> Fault tolerance on outage of components?

=> How to find the error?
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System Weaknesses oy

In general:

Required Resources 2 Given Resources =2 //,-z

Resource Limitations
Hardware: #Cores, RAM, 10, disk,

JBoss infrastructure # Threads

Keep in mind
Load increases by usage

DOS attacks generate HUGE load

=> Evaluating sizing is an ongoing process
Baselines required
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Logfiles kobv

There are lots of ...

FE: library_server.log, localhost_access _log, lockedThread.log, maxThread.log, ...

SE: agent_9501.log, slice_1l.log, ...
BE: publish_server.log, PrimoProcessExecutor.log, DeployAll.log, ...

Ever looked inside?

2013-09-13 07:31:16,394 ERROR [t-http-0.0.0.0-1701-269] [c-includeStaticHTML] - staticHTML () failed to load. (0 ms)org.apache.taglibs.

standard.tag.common.core.NullAttributeException: The "url" attribute illegally evaluated to "null" or "" in &lt;importé&gt;
at org.apache.taglibs.standard. tag.common.core.ImportSupport.doStartTag (ImportSupport.java:133)

at org.apache.jsp.tiles.headerTile jsp._jspx_meth c 005fimport 005f0 (headerTile jsp.java:5765)

at org.apache.jsp.tiles.headerTile jsp._jspx meth c 005fcatch_005f1 (headerTile_jsp.java:5730)

at org.apache.jsp.tiles.headerTile jsp._jspService (headerTile_jsp.java:709)

at org.apache.jasper.runtime.HttpJspBase.service (HttpJspBase. java:70)

at javax.servlet.http.HttpServlet.service (HttpServlet.java:717)

at org.apache.jasper.servlet.JspServletWrapper.service (JspServletWrapper.java:369)

at org.apache.jasper.servlet.JspServlet.serviceJspFile (JspServlet. java:322)

=> There are many, mostly undocumented

=> Very unclean, mugged with stack traces
=> Essential information missing, e.g. IP if behind a load balancer
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Monitoring kobv

Audience Who?

not only IT or Primo management

- )
Alerts to all devices How"

Workstations, PCs, Tablets, Smartphones, ...

Monitoring of the whole infrastukture What ?

Primo is NOT only Primo software

Active Information in case of problems

Escalation strategy

-
| | Y
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Monitoring kobv

----------------------------------------------------------------------------------------------------------------------------------------------

Congratulations,\,
it only took you
65298 seconds

¥ Error Tracking Support

~* Support of an iterative process

Learning from errors...

* Proactive Information
... and error detection ahead of problems

o »End to End“ Monitoring

... the user‘s view on the system

 Documentation of the availability

=>> Monitoring is part of a process

--------------------------------------------------------------------------------------------------------------------------------------------------
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Monitoring in Primo Backoffice kobv

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Most important _
Pipes: OK Processes:Not OK Search: OK DBFS/CPU: OK

parameters
® Pipes 8.000 35000
vy 1.000 30000 ©
° . Q @
Processes (Indexing, . 6.000 25000 &
- S 5000 3
Hotswapping, DYM) o 20000 =
@ 4.000 | &
® Search Performance 97 3000 15,000 ”
o T 2000 10000 =
Tablespaces (®)
Iesp 2 1.000 5000 oy
Disk Free 07 08 09 10 11 12 13 14 15 16
CPU Load Hour

--------------------------------------------------------------------------------------------------------------------------------------------------
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Monitoring in Primo Backoffice kobv

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

. » Monitor Primo Status
® Most important

parameters * Pipe Monitoring

Monitor the pipe processes and view errors
o
System components 5 Tools Monitoring

Monitor the tools processes and view errors

» Process Monitoring
Monitor the processes and view errors

= Job Monitoring
Monitor all the jobs running on the system

= Deploy Monitoring
Monitor Deploy Jobs

» Search Engine Monitoring
Monitor and manage search servers and indexing

» Watchdog Monitoring
Monitor and manage Primo Watchdog

--------------------------------------------------------------------------------------------------------------------------------------------------
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Monitoring in Primo Backoffice kobv i

Process Execution Execution Records Records

. .
M O St I m p O rtan t Hizess T Status Date Time Succeeded Failed Lz
Hotswapping Completed 09.01.2013 13:09:04 00:41:20 ] ] History

param eters Cleanup

Execute

Indexing Completed 09.01.2013 09:45:56 00:56:44 177001 1] History
Clean-up

® System components

Indexing_and_Hotswapping Stopped 20.02.2013 23:00:00 00:02:11 7000 ] History
Clean-up
Execute

Didumean Completed 10.06.2012 12:55:05 00:33:14 0 0 History
Clean-up
Execute
Indexing_and_Didumean_and_Hotswapping Completed 16.02.2013 23:00:00 02:07:01 97558 a History

Clean-up
Execute

Process Status : |All 'I

Go back
To Main Menu

Tabelle: M_P_PROCESS_CONTEXT
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Monitoring in Primo Backoffice kobv

Most important Pipes: Not OK Processes: OK Search: OK DB/FS/CPU: Not OK
parameters

System components

But somtimes

plugins required

A plugin is needed to display this content.
Install plugin...

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Stefan Lohrum, KOBV - Managing Primo on a Large Scale - IGELU - Berlin - 2013



Monitoring in Primo Backoffice kobv

" Most important parameters 4
" Local system components 4

Primo is logging in ORACLE database

No monitoring of external components X
No End to End™™ monitoring X
Browser based solution, partly plugin required X
Login in Backoffice required X

=>>> Monitoring with Primo Backoffice
Is LIMITED!
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NAGIOS Excurse

KOBV Maonitoring

Full-blown, server based Hosts
monitoring system

Sensors for all system

(B) 72up | 1 0 oDown 0/0/0 UNREACHABLE OPENDING  1/73TOTAL = 731040 BB 336/1510
*‘ OOy 1400141425 13 0.01716.32116
param eters SEIEIA 01070 WARNING 0/0/0UNKNOWN 0PENDING 1/351TOTAL |C|f3 _ 5

83/0.383 s ;D.DUA‘UT14‘U.1T~
vs29.kobv.de PING

PING OK - Packet
22-02-2013 17:03:53 4d 2h 23m 158 14 loss = 0%, RTA =
* Home 029 ms

[s]

%

Documentation B EZ OK - CPU Load is

P u b I i C d O m ai n ’ p aC kag e e w530 kobv.de CPU o 0 22-02-2013 17:00:31 0d Oh S54m 145 14 0iC 8%

CPULOAD 4 ol 22-02-201317:02:35 0d 0h 47Tm9s 174 LS ST

at source line 1

22-02-201317:02:12 129d 21h 1m 335 174
¥ Tactical Overview I 14% /home:

SC h ed u I es D FrdBenl OK{ert=1000 1E) -
MEW op o] 22-02-2013 17:00:13 255d 3h 14mEs 14 free Mem=12037

» Service Detail

%

%

L
o

» Hostgroup Overview L
» Servicegroup Overview PING OK - Packet
PING 2] 22-02-2013 17:03:48 4d 2h 23m 155 14 lnss = 0%, RTA =

b Status Map

%

' ' ' ' S~
SerVI C e h I erarc h I eS ] VI eWS — - T IOTES RS 5 ol 22.02-2013 17.03:54 34d 1h 50m 358 1/4 (u].:gngse:tlgnglhln

} Service Problems FUB-URL

%

o L 1 i .

» Unhandled Services 8&C)
» Host Problems OK: PDS HUB within
PRIMO-vs30-PDS- . ,
» Unhandled Hosts HUB-URL ¥ O 22-02-2013 17:03:18 17d 2h 27Tm 93 14 D.?E;D sec (crit=8
s8¢

+ All Unhandled Problems

Escalation schemas vs30. kobv.de / PRIMO-vs30-PDS- TUB-URL

Protocol, trends etc. 2 d

Browser interface,
Android and IOS Apps

Lce T 5 Y O

14:00 14:20 14:40 15:00 15:20 15:40 1600 16:20 16:40 17:00 17:20 17:40
O rtime 1.2485 Last &.1626 Max 1.4225 Average

Plugin interface OWarning 4
B Critical 8
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#!/sbin/sh
P # check if aleph-union-process is running
SSH Acces to external target  # alepn2o 0 | ok | if online
. . # 1 | WARNING | if disabled
systems (using a certificate) # 1 | WARNING | if maintenance
# 2 | CRITICAL | if offline
° # 3 | UNKNOWN | if not available
1 if [ $# -1t 2 ]
She” Scrlpt evaluates then echo "usage: “basename $0° <host> <user>"
performance data (,sensor®) . sxit 3
° ) ) HOSTNAME=$1
Protocolling on Nagios USR=$2
USR_CMD="ps -f -u $USR | egrep 'b union|p union'"
Server (MySQL data base)
CMD=/usr/bin/ssh
° ] TEMPFILE=/usr/local/icinga/var/temp sshproc.$s$
Oracle plugin can run
( $CMD icinga@$SHOSTNAME $USR_CMD > STEMPFILE ) &
SQL commands pid=s$!
wait S$pid
® . . cnt="cat S$STEMPFILE | wc -1°
Screen scraping using perl if [ Scnt -gt 0 ]
. . « then stat=0
Ilbrary ,,meChanlze echo "$stat - OK: (b union p union) x Scnt instances are
running"
else
stat=1
echo "$stat - Warning: (b _union p union) is NOT running"
fi
rm -f $STEMPFILE
exit S$stat
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Sensors for Primo kobv i

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Standard sensors for CPU load, 10 wait, uptime,
disk usage, free memory

: Process status, search status

Logfile monitoring for typical error messages
(e.g. ,,PDS not reachable”, , Timeout after 30000ms*,...)

" PDS response times

Penetration (,,End to End“) of Front End,
internal and external (Pingdom)

" Additional sensors (e.g. garbage collection) as necessary

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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Primo Monitoring with Nagios kobv

kobv.de

Primo (hg0010)

kobw1 tubit tu-berlin.de up

w530 kobv.de

v532 kobv.de

w533 kobv.de

vs34 kobv.de

v535 kobv.de

w536 kobv.de

w537 kobv.de

v539 kobv.de

o

Il O

e | [elSs

O

e [ SIS

Il O -

e | [elSs

Il O -

Il O

B TP [T
| CPU q:-"J 10-09-2013 01:43:49
CPULOAD -uf 10-09-2013 1 :42:10
DISK ”5' 10-08-2013 01:44:38
WEM -'u-‘j 10-08-2013 01:43:27
PING ”_.,J 10-09-2013 01:43:11
PRIMO-v=30-CheckSystemBusylLog 3 :-u? 10-09-2013 01:45:13
PRIMO-v=30-PDS-FUB-URL ’UJ: 10-09-2013 01:44:38
PRIMO-v=30-PDS-HUB-URL _uf 10-08-2013 01:44:59
PRIMO-v=30-PDS-MAN-URL ”_.,J 10-08-2013 01:43:57
PRIMO-v=30-PDS-TUB-URL -'u-l'] 10-09-2013 01:44:47
PRIMO-v=30-PDS-ULD-URL 4:-5' 10-05-2013 01:45:28
PRIMO_KOBV-v=30-pingdom-URL _uf 10-08-2013 01:41:03

12 Matching Servic

vs30. kobv.de / PRIMO-ws30-PDS-ULD-URL

Mon 12: 00 Tue 00:00

Ortime B17.9722 m Last 3366.9722 m Max 927.0899 m Average
Default Template
Command check_primo_pds

©0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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End to End Monitoring

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

¥ User experience with Primo

K Search local repository (e.g. ,,berlin®)
Check no. of hits (should be > 10)

~* Error on timeout or not enough
* External provider (pingdom.com)

¥ Integrated statistics

Dashboard
All up@ Down Paused
| O ‘ Delete ‘ ) Pause | Last 24 hours
l_J.a.F'm > > )
L7 eteedateteblelaelaieelelialal
No downtime Response time: 118 ms.

--------------------------------------------------------------------------------------------------------------------------------------------------
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Summary kobv

" Primo multitenancy is still limited, robustness
" Primo monitoring using Backoffice is not sufficient

" NAGIOS and specific plugins for Primo allow
monitoring, also in a hosted environment

" Monitoring is part of an ,integrated* process
@EXxLibris:
Have APIs for monitoring

" Cleanup logiles, document them, consider load balancer
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Questions? kobv

Contact:

Stefan Lohrum lohrum@zib.de

--------------------------------------------------------------------------------------------------------------------------------------------------

Stefan Lohrum, KOBV - Managing Primo on a Large Scale - IGELU - Berlin - 2013



